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Behind the Scenes of Virtual Jihad III: Al-Ekhlaas10 – A Jihad Forum or a Counterfeit Site?

Introduction
Around the recent anniversary of the 9/11 attacks, two cyber
events captured the attention of many Islamists as well as that
of jihadi forum experts. The first event was the concerted effort
to shut down major Islamist forums, and the ultimate closure of
some of them. The second was the surprising "resurrection" of
Al-Ekhlaas, a prominent Islamist forum which was disabled a
year ago, purportedly by Western entities.
The revived Al-Ekhlaas forum, also known as Al-Ekhlaas19, appeared authentic at first sight, as it included the old Al-Ekhlaas
content and even allowed users to log in using their old user IDs
and passwords. The rapid deployment of the site and the apparent oddity of its reappearance, however, caused many members
in the Islamist forums to doubt the new site's authenticity.
As MEMRI has already reported, Al-Ekhlaas19 lost its online
battle for credibility and closed down, particularly after the AlFajr Media Center, one of Al-Qaeda's most important media
distribution companies, posted a communiqué on September
11, 2009 labeling Al-Ekhlaas19 a "dubious site" and warning Islamists against entering it and participating in it.1 This message
was a death blow to Al-Ekhlaas19's credibility. With the verdict
of illegitimacy from Al-Fajr, Al-Ekhlaas19 administrators were
compelled to shut it down, knowing that true Islamists would
shy away from their site.

Islamists are behind Al-Ekhlaas19 or if the forum could have
been created by non-Jihadi entities, as some have suspected.

Image 2: The Al-Ekhlaas19 Homepage

How Jihadi Forums Are Registered and
Activated

Typically, Jihadi forums are registered and launched on one web
hoster (a company that provides domains registration and/or
physical servers for hosting websites) and then, over a 12- to
48-month period, are transferred as dormant domains from one
domain and web hoster to another until they reach their final
hosting destination.2 In complete contrast with that pattern,
three out of the four domains associated with Al-Ekhlaas19
were purchased and registered with one company over a period
of only two days (September 2 to 3, 2009) and were moved to
their final domain and web hoster destinations in less than two
weeks. For example, the domains http://al-ekhlaas19.net and
http://al-ekhlaas19.com were registered on September 2, 2009
with www.enon.com, a U.S.-based domain registrar, and were
moved the next day to registrar-servers.com (AKA namecheap.
com), another U.S.-based company. On September 3, 2009, the
domain http://al-ekhlaas19.com was shifted to a U.S.-based
server (67.228.23.32) owned by SoftLayer Technologies Inc.,
Dallas, TX, USA. It was parked there for two days until it was
moved, on September 5, 2009, to its permanent location on Piradius-net (124.217.246.229) a Malaysia-based hoster. Unlike
http://al-ekhlaas19.com, the domain http://al-ekhlaas19.net
was moved directly from www.registrar-servers.com to its final
hoster, Piradius-net (124.217.246.229). The third Al-Ekhlaas19
Image 1: Al-Ekhlaas19 Administrators Explain Why They Disabled Their Re- domain, http://al-ekhlaas19.org, was registered on www.regiscently Published Forum
trar-servers.com on September 3, 2009 and was transferred on
the same day to SoftLayer Technologies Inc., Dallas, TX, USA
This article will present a technical analysis of Al-Ekhlaas19, and (67.228.23.32). Two days later it was moved to its final hoster,
will provide data which could shed some light on the forum's Piradius-net (124.217.246.229), and was activated on Septemorigin and authenticity. More particularly, it will first assess ber 14, 2009. In all three cases, the process from the day the
whether the cluster of Al-Ekhlaas19 sites was operated by the domain was purchased to the day the site was launched took
original Al-Ekhlaas team, and will then assess whether genuine less than two weeks.
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al-ekhlaas19.com Domain History
Date

Action

Who and Where

02-09-2009

Register domain

eNom.com (U.S)

02-09-200905-09-2009

Acquire IP
67.228.23.32

SoftLayer
Technologies Inc. (US)

14-09-2009

Acquire IP
124.217.246.229

Piradius-Net
(Malaysia)

al-ekhlaas19.org Domain History
Date

Action

Who and Where

03-09-2009

Register domain

NameCheap, Inc (U.S)

03-09-200905-09-2009

Acquire IP
67.228.23.32

SoftLayer
Technologies Inc. (US)

14-09-2009

Acquire IP
124.217.246.229

Piradius-Net
(Malaysia)
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Another puzzling aspect of Al-Ekhlaas19 is the fact that it operated on three brand new domains (in addition to one old domain) despite the fact that 10 of the 22 domains associated with
the original Al-Ekhlaas are still active. For example, the domain
Al-ekhlaas.org was paid for until January 12, 2010; Ekhlaas.info
was paid for until March 10, 2010; Alekhlaas.net is set to expire on June 2, 2010; Al-ekhlaas.net is set to expire on January
5, 2010; and Alekhlaas.org will be terminated on January 11,
2010. If indeed Al-Ekhlaas19 is the same forum as the original
Al-Ekhlaas, why did its operators decide to invest additional
funds and purchase new domains when they had old domains
in their possession onto which they could have easily have loaded the content of the original Al-Ekhlaas? Moreover, why did
they prefer new domains over existing ones which already have
an elaborate cyber-network developed around them (i.e. search
engine visibility, blogs and other forums linking to them, etc.)?

al-ekhlaas19.net Domain History
Date

Action

Who and Where

03-09-2009

Register domain

NameCheap, Inc (U.S)

14-09-2009

Acquire IP
124.217.246.229

Piradius-Net
(Malaysia)

Table 1: Al-Ekhlaas19 Domains and Web Hosting History

The Use of Multiple Domains
Owners of Islamist forums usually purchase a large number of
domains to operate their forums. They use some of these domains simultaneously, to ensure that the forum is able to handle
a large volume of access demand. They keep the rest of the domains dormant (offline), as backup in the event that their forums are shut down or disabled by the ISP/hoster.3 In this case,
they can quickly load the content of the disabled site onto the
dormant domain and launch it just as quickly, thus ensuring the
continuity of the site's operation. The operators of the Islamist
forum Al-Faluja, for example, purchased nine domains to secure
the functioning of their forum. The operators of the original AlEkhlaas, which was shut down over a year ago, relied on over 20
domains (including Al-ekhlaas.org, Alekhlaas.cc, Ekhlaas.info,
Alekhlaas.net, Ekhlaas.cc, Ekhlaas.ws, Al-ekhlaas.net, Alekhlaas.org, Aekhlaas.org, and Aekhlaas.com) to run their forum.
In complete contrast, Al-Ekhlaas19 seems to have been associated with only three domains, which were all used simultaneously. This means that the site's operators left the forum with
no available backup domains for use if or when it is attacked by
rivals or disabled by the hoster. Clearly, then, the decision made
by Al-Ekhlaas19's operating team to utilize only three domains
demands explanation.

Image 3: Page holder For One of the Still-Active Domains Associated with the
Original Al-Ekhlaas

The Fourth Domain Associated with
Al-Ekhlaas19: An Online Gambling
Connection?
What makes the story of Al-Ekhlaas19 even more perplexing is the fourth domain, http://www.bet-estate.com/index.
html, which is listed on Piradius-net under the same IP address
(http://124.217.246.229) as the three new Al-Ekhlaas19 domains. Despite its name, www.bet-estate.com is clearly linked
to Al-Ekhlaas19; clicking on it directs the user to the same AlEkhlaas19 landing page (Image 1). An examination of the history of the bet-estate.com domain reveals that it was formerly
associated with an online gambling company called Bet Estate.
The company is still operational today (Image 4), but uses the
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domain name http://www.betestate.com (without the hyphen).
The two domains were registered around same time by the same
group or individual using the email betestate@gmail.com. At a
certain point www.bet-estate.com ceased to be associated with
the online betting company, and was moved to Piradius-net,
the hoster of the three domains associated with Al-Ekhlaas19.
Around May 2009, www.bet-estate.com was taken off Piradiusnet, to be placed back on it a week later. When Al-Ekhlaas 19
was launched in September 2009, its content was loaded onto
www.bet-estate.com also. What these findings indicate is that
the people associated with Al-Ekhlaas19 could have been engaged in online gambling.
bet-estate.com Domain History
Date

Action

Who and Where

19-02-2007

Register domain

PublicDomainRegistry.
com

21-02-200706-17-2007

Acquire IP
67.228.23.32

Liquid Web, Inc. (US)

13-01-2008

Acquire IP
124.217.246.229

Piradius-Net
(Malaysia)

betestate.com Domain History
Date

Action

Who and Where

27-02-2007

Register domain

PublicDomainRegistry.
com

03-03-200718-04-2007

Acquire IP
72.52.153.51

Liquid Web, Inc. (US)

21-10-2007

Acquire IP
200.115.171.215

Latin American &
Caribbean Registry
(Mexico, Panama)

10-11-2007

Acquire IP
203.121.66.214

Timetelekom
(Malaysia)

06-01-2008

Acquire IP
124.217.246.229

Piradius-Net
(Malaysia)

22-02-2008

Acquire IP
123.242.230.193

Sunnyvision
(Hong Kong)

04-05-2008

Acquire IP
200.115.171.150

Latin American &
Caribbean Registry
(Mexico, Panama)

			

Table 2: Betestate Domains and Web Hosting History

Image 4: The Bet Estate Website Homepage

The Truth Behind Al-Ekhlaas19's Identity
The evidence presented above suggests that the people or entities who were behind the creation and launch of Al-Ekhlaas19
in September 2009 were most likely not the same operators of
the original Al-Ekhlaas cluster of sites, which was shut down
over a year ago. Moreover, some of the evidence clearly casts
doubt on the possibility that the creators of Al-Ekhlaas were
even authentic Islamists. If the team behind Al-Ekhlaas19 was
the same one that operated the original Al-Ekhlaas, why did it
purchase the domains and launch the forum in such a hasty manner that is, in less than two weeks? After all, they had had over
a year since the forum's last shutdown to prepare to re-launch it.
Moreover, if indeed it is the same team, one would expect that
it would purchase more than three domains for operating the
forum. Given the team's experience with Al-Ekhlaas' shutdown
by the ISP/hoster/authorities, they should have been more cautious, and should have purchased at least the same number of
domains (over 20) as they did when they operated the original
Al-Ekhlaas.
What further diminishes the possibility that Al-Ekhlaas19 was
created by the team associated with the original Al-Ekhlaas is the
fact that Al-Ekhlaas19 operated on three brand new domains.
Why would the operators of Al-Ekhlaas19 need new domains
when they could use the 10 old Al-Ekhlaas domains, which are
still active? It is less expensive to extend or renew old domains
than to purchase brand new ones. More importantly, using old
domains makes more sense, because these domains already have
a cyber network attached to them (i.e., blogs and other forums
link to them).
Finally, perhaps the most suspicious aspect of Al-Ekhlass19
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is its direct links to the online gambling company, Bet Estate.
Clearly, it is possible that even genuine Islamists who proclaim
to adhere to high moral standards will still succumb to the
temptation of gambling for personal gain, even though by all
accounts gambling is forbidden by Islamic law. What is puzzling, however, is the fact that they did not conceal the traces
linking them to this forbidden activity. Even if we assume that
the gambling company was a money-laundering business for the
purpose of funding jihad, such operations are generally handled
on separate hosters with no direct connection to their jihad operations and they would certainly camouflage such sites among
legitimate or semi-legitimate websites in order to divert the authorities' attention from them.4
If the operators of Al-Ekhlaas19 are not the ones who handled
the original Al-Ekhlaas, and if it is possible that they are not
Islamists at all, who could they be? Our data cannot provide a
decisive answer. Nevertheless, the coincidence of the concerted
shutdown of the major Islamist websites and the advent of AlEkhlaas19 around the anniversary of 9/11 is intriguing. It could
be that at some point, some non-jihadi entity seized the authentic content (e.g., user logins and passwords, and forum content)
of the original Al-Ekhlaas. This might have been accomplished
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by cracking the site or via some other, similar method. Once in,
they waited for the opportunity to launch a bogus Al-Ekhlaas
site. The purpose could have been to lure true Islamists to this
site, and thus to monitor their private discussions, personal
messages and cyber connections.
* Eli Alshech is a senior analyst at MEMRI & Yaacov Apelbaum
isan independent cyber security researcher.

See MEMRI JTTM, "9/11 Brings Mayhem to Jihadi Internet," September
12,
2009,
http://www.memrijttm.org/content/en/blog_personal.
htm?id=1898&param=GJN; MEMRI JTTM, "Al-Fajr and GIMF: 'Crusaders'
Stole Our Online Identities," September 17, 2009, http://www.memrijttm.org/content/en/blog_personal.htm?id=1930&param=GJN.
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See MEMRI JTTM, "Behind the Scenes of Virtual Jihad: The Anatomy of a Jihadist Forum," March 9, 2009, http://www.memrijttm.org/content/en/report.
htm?report=3159&param=IDTA.
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About the pressure put on Islamist forums by hosters and the authorities, see MEMRI Special Dispatch No. 1870, "Islamist Websites Allegedly Under U.S. Authorities'
Pressure to Remove Jihadist Material," March 13, 2008, http://www.memri.org/bin/
articles.cgi?Area=sd&ID=SP187008&Page=archives.
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